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[1pO 4YTO NOroBoOpPUM:

e Kak oenatb TOYHO HE HaOo
 Kak genatb CKOpee BCero He Hago
 Kakne MHCTPYMEHTbI CYLLECTBYIOT AJ1F pa3HbIX 3agay

e KaKk C 9TM BCEeM XXUTb



101 is a topic for beginners in any area.

It has all the basic principles and
concepts that is expected in a
particular field.

— Wikipedia



Bca nHpopMauua npencraBsieHa
NCKHOUYNTENBHO B O3HAKOMUTENBbHbIX
obpasoBaTesibHbIX LIeSIsfX.



.XpaHI/IM KJTHOUN

Demo



.XpaHI/IM KJTHOUN

Or you can use Java Native Interface (JNI). It is harder to decompile C/C+ +

compiled code. Decompilers like JaDx, dex2jar won’t help because they are

Java-oriented decompilers.

All the methods above can add extra time to the “health” of your app. Use

something is better than use nothing.



.XpaHI/IM KJTHOUN

Demo



.XpaHI/IM KJTHOUN




.XpaHI/IM KJ1HO4N

https://github.com/KeepSafe/ReLinker



.XpaHI/IM KJTFOUW XpaHutb B KOAe
NTorn n wndpoBaThb
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.XpaHI/IM KJTHOUW
MHCTPYMEHTDI

*apktool
*JD-GUI, ByteCode Viewer, ...
*|DA Pro, Hopper, ...

*€CJZIN HY>KHbI TOJIbKO CTPOYKK: man 1 strings



O6doycumpyem

Demo



O6doycumpyem
MHCTPYMEHTHI

e smali / backsmali

» https://qgithub.com/CalebFenton/simplify

e frida, Xposed, ...

e https://github.com/xoreaxeaxeax/movfuscator


https://github.com/CalebFenton/simplify
https://github.com/xoreaxeaxeax/movfuscator

Control flow graphs:

GCC M/o/Vfuscator
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O6doycumpyem
NToru

* ProGuard nonesHbin n ero B ntobom cnyyae
HaOO BKIIOUYUTDB

*HO OH He cnaceT

* PeBbto NMtOOLIX N3BMEHEHUN B KOHMUre
ProGuard’a # 0bbl4HOE KOOPEBLIO

* 0EKOMMNUITPYUTE U MbITAUTECHb PEBEPCUTD
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O6doycumpyem
NToru

* H y>kKe roBopun, YTo He Hago UCNONb30BaTb
JNI nnga «6e3onacHoOCTU»?

 ProGuard He Tporaet Bce MeTodbl C
MOONMPUKATOPOM hative

* BbinunmBanTe norn, uMeHa nNnepemMeHH-bIX, ...
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O6doycumpyem
3510

e Consumer ProGuard Files



O6doycumpyem
3510

\_(V)/



.COI‘IpOTVIBJ'IFIeMCFI

Demo



.COI‘IpOTVIBJ'IFIeMCFI

NITorm
e Debug.1sDebuggerConnected()

* He HaOo
e Nandxaku c ptrace
* MOIyT ObITb NONE3HbLIMU
e MUIPALNSA C json’a Ha protobuf, flatbuf, ...

* MTOMOXeET, HO HE CUJIbHO
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https://developer.android.com/reference/android/os/Debug.html#isDebuggerConnected()

. ConpoTtuBnsaemcs
ITorm

e SSL pinning HY>XeH 1 cnaceT

* ...HO He OT PEBEPCUHXXUNHNPUHTA



. ConpoTtuBnsaemcs
MHCTPYMEHTHI

*man 1 ps
eqdb, lldb, ...

efrida, xposed, ...



. KakK ObITb?

* [ lonb3oBaTbCA NPONPUeTapPHbIMU
peLlEeHNAMN

e DexGuard, SecNeo, DexProtector, ...

* ECIN eCTb PecypcChbl 1 BpeMs, TO AenaThb
cBoe



.3aKJ'II-O‘-IeHI/Ie

 Bcerpga HyX

* [lpoBepsANTE Ha NpakTuKe

ITb
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NI eCin UTO:

Ha 1I0S BCceé He CUJIbHO Jyulle




Cnacmnb6o 3a BHMMaHume



t.me/androidguards




