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CtpykTypa OC

System apps User apps
API
Application framework
. Android Framework Libraries
Binder
Java core
System services
Dalvik/Android runtime/Zygote
JNI

Native Userspace

Linux kernel




Linux kernel

eBinder

* Anonymous Shared Memory (ashmem)
*\Wakelocks

*Low-Memory Killer

eAlarm

°Logger
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3anyck OC

BootlLoader Kernel

Android Runtime &, Native Daemons @

Launcher System server




3anyck OC

BootLoader

e[logaep>xKa 0OCHOBHOIro o6opyaoBaHnS
(OCHOBHbIE ApanBepPbI)

*[lonck n 3arpyska sgpa
e 3arpy3ka B pexxmMe BOCCTaHOBJ/IEHUS



3anyck OC

Kernel

* Hnumannsauns MMU n 1/0

* lHnMumannsauma gpanBepos
* /lHnMynanmnsaunss oEMOHOB M NOTOK AQpa

e MoHTMpoBaHMe KOPHEBON (PannoBOV CUCTEMBI

e 3anyck noJjib3oBaTesIbCKOro npouecca init



3anyck OC

INit

e KntoyeBow npouecc nHnumanmnsaunm Android

e BbinosiHeHME app_process, 3anyck VM (Zygote)
e 3anyCcK HaTUBHbIX JEMOHOB

e 3anyck system_server



3anyck OC

Zygote

e 3anyck Android runtime

e 3anyck VM

 BoinonHeHne Zygotelnit

e 3anyck npodpunnnposLUnKa

e Perncrpauns cokeTa

e 3arpyska Java kJjiaccoB

* 3arpyska pecypcos

e 3anyck system_server (forkSystemServer)



3anyck OC

system_server

* NHMUManmM3aunsa cepBncoB
* perncTpauns B service manager
e 3anyck activity manager

* 3anycK package manager

e 3anyck window manager

¢ 3aryCcK power manager
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3anycK NpuI0o>XXeHus

Zygote App

3arpy>XeHHble pecypcChbl 3arpy>XeHHble pecypchbl

o o

3arpy>XeHHble KJ1accChbl copy-on-write 3arpy>XeHHble KJlacChbl
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Sandboxing

 YHuKanbHbie UID n GID
e He nameHaTCHa
* /icnonbayetcsa DAC

* /IsonnpoBaHHOE aapeCcHOE NPOCTPAaHCTBO



Linux
*pipes
*message queue

*shared memory

Android

ebinder

IPC



Binder

e [lpaviBep aapa anga obecneveHms IPC
PC

* [lyn noTokoB o9 06paboTku 3anpocoB

gl b

e JlerkoBecHbIN R

e[lopgaep>xka nepegadn pannoBbIX OECKPUNTOPOB
® CUHXPOHHBIN 1 aCUHXPOHHbIV BbI3OB METOO0B

* CUHXPOHHOE B3anMOOENCTBNE MeXAY NOTOKaMM



Package Manager

e[lapcuHr APK dawnnos

e YcTaHOBKa, OOHOBNEHNE, yaaneHne rnpunoXXeHnn

e [lpegocTaBnsaeT nHdpopmaunto 06 yctaHOBNEHHbIX

NPUITOXKEHNAX N pa3peLleHnax
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App proc system server

Binder IPC
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App proc system server

Binder IPC
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App proc system server

Binder IPC




Activity Manager

e 3anyck activity n service
 [lonlyyeHne nocTaBLLMKOB OAHHbIX
e Pacchblika MHTEHTOB

e Obcny>xmnsaHne OOM adj

* YnpaBJieHNEe XXNU3HEHHbIM LMKJIOM
* YnpaBJieHe TackamMmu

e ObpaboTka ANR

* PaspelleHns



Activity

system_server proc

ActivityManager
é App1 proc
F Task: App1 \ ————————————
ActivityRecord - s
(App1Activity) > | ApplActivity
[ Remmed ) N—




Activity

system_server proc

ActivityManager

Task: App2 \ . feezproc

ActivityRecord : ;
(App2Activity) " | App2Activity
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Activity

system_server proc

ActivityManager

Task: App2 \ . feesproe

ActivityRecord : :
(App2Activity) " | App2Activity

Resumed

~

ActivityRecord
(App1Activity)

Saved state
Stopped J

~
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system_server proc

ActivityManager App1 proc

f Task: App2 w e

ActivityRecord é | B
(App1NewActivity) . App1NewActivity

Resumed

ActivityRecord S
(App2Activity) 5
Saved state App2Activity

Task: Appf

N\ (m

ActivityRecord
(App1Activity)

Saved state
K Stopped J




system_server proc

ActivityManager App1 proc

Task: App1

ActivityRecord
(App1Activity)

Resumed

f Task: App2
ActivityRecord
(App2Activity)

Saved state

App1Activity

App1NewActivity

Stopped

ActivityRecord
(App2Activity)

Saved state

K Stopped j R




Service

system_server proc

ActivityManager
F App1 proc
ServiceRecord |
(AppService) g AppService
U1 —




ActivityManager
ServiceRecord \
(AppService)

K Stopped J

App1 proc




ActivityManager
ServiceRecord \
(AppService)

K Stopped J

. create

App1 proc




Binding

ActivityManager
ServiceRecord \ Create
(AppService) _IBinder
Stopped

-

App1 proc




ActivityManager

ServiceRecord
(AppService)

—

. create

Stopped

-

IBinder

IBinder

App1 proc




ActivityManager

ServiceRecord
(AppService)

—

. create

Stopped

-

IBinder

IBinder

App1 proc
> "
AppService
................ e
call
App2 proc
—>




Broadcast Recelver

system_server proc App1 proc

ActivityManager

f BroadcastRecord \
ACTION AIRPLANE MODE CHANGED
App1Receiver
(App1)

App2Receiver

(App2)

App3Receiver

K (App3)




Content Provider

system_server proc

ActivityManager
App1 proc
ProviderRecord ‘ |
(DataProvider) DataProvider
K J |ContentProvider.Stub
App2 proc

|ContentProvider.Proxy

ContentResolver




Content Provider

system_server proc

ActivityManager
App1 proc
ProviderRecord ‘ |
(DataProvider) DataProvider
K J |ContentProvider.Stub
App2 proc

|ContentProvider.Proxy

ContentResolver




Content Provider

system_server proc

ActivityManager
App1 proc
' te ; §
ProviderRecord ‘ _crea - .
(DataProvider) DataProvider
K J IContentProvider.Stub
App2 proc

|ContentProvider.Proxy

ContentResolver




Content Provider

system_server proc

ActivityManager
ProviderRecord \ create
(DataProvider) _IBinder

-~

App1 proc

DataProvider

IContentProvider.Stub

|ContentProvider.Proxy

ContentResolver




Content Provider

system_server proc

ActivityManager
ProviderRecord \ create
(DataProvider) _IBinder

-~

IBinder

App1 proc

DataProvider

IContentProvider.Stub

|ContentProvider.Proxy

ContentResolver




Content Provider

system_server proc

ActivityManager
ProviderRecord \ create
(DataProvider) _IBinder

-~

IBinder

App1 proc

‘ DataProvider ‘

IContentProvider.Stub

|ContentProvider.Proxy

ContentResolver




Android Permissions

Peanu3oBaHbl Ha pa3HbIX YPOBHAX

e Kernel
Filesystem permissions
Paranoid networking

e Native service

[TpoBepkn Ha yposHe UID n GID

e Framework

PackageManager

ActivityManager



Android Permissions

system_server proc

PackageManager

UID App2 \

granted permissions

READ PICTURES J

—

Gallery App proc

PicturesProvider
Authority: “pics”

App proc



Android Permissions

system_server proc

PackageManager

UID App2 \

granted permissions

READ PICTURES J

—

Gallery App proc

PicturesProvider
Authority: “pics”

checkPermission

content://pics/1

App proc



Android Permissions

system_server proc

PackageManager

UID App2 \

granted permissions

READ PICTURES J

—

Gallery App proc

granted

PicturesProvider
Authority: “pics”

checkPermission

content://pics/1

App proc



Android Permissions

system_server proc

L Ga"ery App proc
. PackageManager e ——
' granted i . . |
f UID App2 \ PlcturgsProylder
Authority: “pics”
granted permissions checkPermission
K READ PICTURES J t
content://pics/1 data
5 v
AppActivity

App proc



be3onacHoOCTb

DAC (UID 1 GID)
e MAC (SELinux)

e Code signing



Android O

boot (kernel/ramdisk)
Android

system
vendor

SOC
Vendor



“Knowledge is power.”

—Francis Bacon



“Linux Is obsolete.”

-Andrew Tanenbaum



