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ABTOpM3aLUA C NOMOLLbI KNUEHTCKuX SSL ceptudumkaros B 10S n Androi

MpoTokon 6e3onacHoi nepegaun AaHHbIX SSL (Secure Sockets Layer) nomumo obecneyeHns 6e3onacHoi nepenayn AaHHbIX Tak e No3BonseT peani
aBTOPM3aLMIO KIIMEHTOB NPY NOMOLLUM KIIMEHTCKUX SSL cepTudukatos. JJaHHas cTaTbs ABNSAETCS MPaKTUYECKUM PYKOBOACTBOM MO peann3aumn JaHHO
aBToOpu3auumn B MO6UbHbIX NpunoxeHnax Ha I0S un Android.

Mpouecc opraHusauun paboTbl cepeepa obecneyrBatoLLero Takol B1A aBTopM3aLmmn B CTaTbe HE pacCMaTpUBAETCs, OAHAKO B KOHLE NpVBeAeHbl CCbll
AaHHOW TeMaTuKe.

Mpouecc aBTopUsaLmnmn BeIrNSAUT cneaytolwmm obpasoM. MNpu nepexoae KIMeHTa B 3aKpbiTylo 061acTb cepBep 3anpallnBaeT y KAneHTa ceptudukar, €
npoBepka npoLsia YCrnewHo TO KJIMEHT MoslydaeT AOCTYN K 3aKPbITOMY KOHTEHTY B MHOM C/lyyae K/IMEHT MOXeT nonyynTb ownbky “No required SSL
certificate was sent”.

[ns opraHnsaumm NOAKIIOYEHUSI Mbl CFEHUPUPOBANW KIIMEHTCKUIA CepTUPUKAT, @ Tak Xe co3hany 3anpoc Ha noanucaHune ceptudmkaTa B pesysibTaTe
nonyuyunu daiin client.csr. lanee Mbl 0OTNpaBuAW AaHHbIA dalin NOCTaBLUMKY YCAYT U NOAYUUIN HAW NOAMUCAHHBIA KIMEHTCKUA cepTudmKaT HeobxoL
ANS ayTeHTUdMKaLUKM Ha yAaNeHHOM cepBepe.

TecTpoBaHWe NOAKIOYEHNS MOXKET BbITb OCYLLECTBIEHO MPU MOMOLLM yTUAUTLI curl.

curl cert client.crt key client.key k someserive.com

OpHako CTOUT 3aMeTuUTb, YTo B nocneaHss Bepcus curl 7.30.0 B OS X cnomMaHa 1 He MOoXeT 6bITb MCNOb30BaHa ANS OpraHmM3auum TeCTUpPoBaHUS
(http://curl.haxx.se/mail/archive-2013-10/0036.html).

[ns nepeaayv KIMeHTCKOro ceptudukaTta Mol 6yaem ncnonb3oBaTth dain B popmaTte PKCS#12. B daiinax PKCS#12 xpaHATCS 0OAHOBPEMEHHO U 3aKf
KN4, n ceptTudumkaT (pasymeeTtcs B 3awmdpoBaHHOM Buae). MpumepHas opraHmsaumns PKCS#12 dalina nokasaHa Ha pUCYHKe.

PKCS#12 File

X.509

Uene cepTuchukaros

X.508
CA

()—|-|-| € JaKPBITRIA KN0Y

CkoHBepTupoBaTb Baw client.crt B daiin dpopmata PKCS#12 MOXHO NpM NOMOLLM Cneayowen KoMaHabl:
openssl pkcs12 export in client.crt inkey client.key out client.p12

Mocne Toro kak Mbl nonyunnu dan B dopmate PKCS#12 MOXHO nepexoanTb K pa3paboTke U TeCTUPOBaHMIO Halero MobubHOro NpunoxeHus. Hau
10S.

1. Peanusyem I0OS Bepcuo NpuUNoXeHUs

Heobxoanmo nogkntounTb K Bawemy npoekTy Security.Framework

[ns ocylecTBneHus 3anpoca HaMm Heob6xoauMo nsBneyveTb 3 PKCS#12 undpoBoi cepTudmKaT U acCOLUMUPOBAHHbBIA C HUM MPUBATHbINA KoY
(SecldentityRef). Hannume naHHoro o6bekTa NO3BOAUT HAM MonyuYnTb cooTBeTcTBYOWNI NSURLCredential.

WTak peanunsyem dyHkeuuto extractldentityAndTrust.

0SStatus extractIdentityAndTrust(CFDataRef inPl2data, SecIdentityRef xidentity)
{

0SStatus securityError = errSecSuccess;

CFStringRef password = CFSTR("");

const void xkeys[] = { kSecImportExportPassphrase };
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MpounssoamM nsBneyeHne npu nomown pyHkumm SecPKCS12Import, HesabbiBaeM ykasaTb Naposib K ceputudukaTy.
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const void xvalues[] = { password };

CFDictionaryRef options = CFDictionaryCreate(NULL, keys, values, 1, NULL, NULL);

CFArrayRef items = CFArrayCreate(NULL, @, @, NULL);
securityError = SecPKCS12Import(inPl2data, options, &items);

if (securityError == 0) {
CFDictionaryRef myIdentityAndTrust = CFArrayGetValueAtIndex(items, 0);
const void xtempIdentity = NULL;
tempIdentity = CFDictionaryGetValue(myIdentityAndTrust, kSecImportItemIdentity);
xidentity = (SecIdentityRef)tempIdentity;

if (options) {

CFRelease(options);

return securityError;

[Nanee peanusyem generat canAuthenticateAgainstProtectionSpace, Bbi30B faHHOMO Aenerata No3BoOJ/ISIET HaM onpeaennTb CBOMCTBaA cepBepa, a UMer
NPOTOKOJ1, MEXaHM3M aBTOpM3aunKn. Y Hac peanusaums 3Toro generata 6yaet NpocToi, ykaxeMm, 4yTo obpabaTtbiBaeM ntob6or cnocob ayTeHTUdMKaUmMm
npeAcTaB/IEHHbIN CEPBEPOM.

— (BOOL)connection: (NSURLConnection *)connection canAuthenticateAgainstProtectionSpace: (NSURLProtectionSpace *)protectionSpace

{

return YES;

Ob6paboTaeM BO3MOXHble OLUMOKN:

- (void)connection: (NSURLConnection*) connection didFailWithError:(NSError x)error

{

Tenepb nepenaem K peannsaumm HenocpeacTBEHHO MexaHu3Ma ayTeHTudukaumm. Peanmsyem generat didRecieveAuthentificationChallenge:

- (void)connection: (NSURLConnection *)connection didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge

{

NSLog(@"Did recieve error: %@", [error localizedDescription]);
NSLog(@"%@", [error userInfol);

NSLog(@"Authentication challenge");

// load cert

NSString *path = [[NSBundle mainBundle] pathForResource:@"keystore" ofType:@"p12"];
NSData xpl2data = [NSData dataWithContentsOfFile:path];

CFDataRef inPl2data = (__bridge CFDataRef)pl2data;

SecIdentityRef myIdentity;
0SStatus status = extractIdentityAndTrust(inPl2data, &myIdentity);

SecCertificateRef myCertificate;
SecIdentityCopyCertificate(myIdentity, &myCertificate);
const void *certs[] = { myCertificate };

CFArrayRef certsArray = CFArrayCreate(NULL, certs, 1, NULL);

NSURLCredential xcredential = [NSURLCredential credentialWithIdentity:myIdentity certificates:(__bridge NSArrayx)certsArray persistence: NS

edentialPersistenceForSession];

[[challenge sender] useCredential:credential forAuthenticationChallenge:challengel;

3arpyxaeM Haw cepTudukaT, n3BneKkaeM uU3 Hero HyXHble HaM AaHHble, co3gaeMm NSURLCredential, nepesaem HyxHyto nHdOpMaumio, coxpaHsem aal
ayTeHTUdUKaLumMm TONbKO B KOHTEKCTE TEKYLLEN Ceccuu.
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Hy n ans nonHoTbl KapTWHbI NpuBeay koA noarotasnusatowmin NSURLConnection:

NSString xkey = @"test";

NSError *jsonSerializationError = nil;
NSMutableDictionary *projectDictionary = [NSMutableDictionary dictionaryWithCapacity:1];
[projectDictionary setObject:key forKey:@"'test"];

NSData xjsonData = [NSJSONSerialization dataWithJSONObject:projectDictionary options:nil error:&jsonSerializationError];

NSURL xrequestUrl = [INSURL alloc] initWithString:@"https://your_service"];

NSMutableURLRequest *request = [NSMutableURLRequest requestWithURL:requestUrl cachePolicy:NSURLRequestReloadIgnoringCacheData timeoutInterv
0.0];

[request setHTTPMethod:@"POST"];

[request setValue:@"UTF-8" forHTTPHeaderField:@"content-charset"];

[request setValue:@"application/json" forHTTPHeaderField:@"Accept"];

[request setValue:@"application/json" forHTTPHeaderField:@"Content-Type"];

[request setValue: [NSString stringWithFormat:@"%d", [jsonData lengthl] forHTTPHeaderField:@"Content-Length"];

[request setHTTPBody: jsonDatal;

NSURLConnection xconnection = [[NSURLConnection alloc] initWithRequest:request delegate:self];

[connection start];

Peanunsauuio generata didReceiveData npusoaunTb He 6yay.

2. Peanusyem Android Bepcuio NpuaoxeHus

HauHy cpasy c koga:

KeyStore keystore = KeyStore.getInstance("PKCS12");
keystore. load(getResources().openRawResource(R. raw.keystore), "".toCharArray());
SSLSocketFactory sslSocketFactory = new AdditionalKeyStoresSSLSocketFactory(keystore);

HttpParams params = new BasicHttpParams();
HttpProtocolParams.setVersion(params, HttpVersion.HTTP_1_1);
HttpProtocolParams.setContentCharset(params, HTTP.UTF_8);

HttpProtocolParams.setUseExpectContinue(params, true);

final SchemeRegistry registry = new SchemeRegistry();
registry.register(new Scheme("http", PlainSocketFactory.getSocketFactory(), 80));
registry.register(new Scheme("https", sslSocketFactory, 3123));

ThreadSafeClientConnManager manager = new ThreadSafeClientConnManager(params, registry);
DefaultHttpClient httpclient = new DefaultHttpClient(manager, params);

HttpPost httpPostRequest = new HttpPost("https://your_service");

// datas - array which contains data to send to server

StringEntity se = new StringEntity(datas[0].toString(), HTTP.UTF_8);

// Set HTTP parameters

httpPostRequest.setEntity(se);
httpPostRequest.setHeader("Accept", "application/json");
httpPostRequest.setHeader("Content-Type", "application/json");

HttpResponse response = httpclient.execute(httpPostRequest);

Monyyaem sk3emnnsip cooteeTcTBYytowero KeyStore B HawemM cnydyae 310 (PKCS12), 3arpy>xaem 13 pecypcoB Haw ceptudukaTt, BTOPbIM apryMeHToOM
yKasbiBaeM naponb. Janee co3naem sk3emnnap SSLSocketFactory, ncnonb3yt cobcTBeHHyto peanmsauunto SSLSocketFactory, nossonsitowyto
MHUUManM3npoBaTb SSL KOHTEKCT C Ucnosb3oBaHneM Hawero ceptudukarta. Koa dabpukm npmBeaeH 4yTb HMXe. [lanee KOHpUrypmpyem napameTpbl
MOAK/IOYEHUS, pernctpupyem Hawy dabpuky, ykasbiBaeM NopT Ha KOTOPbIN ByaeM nockinaTb 3anpoc, GopMupyeM cooTBeTcByowmii POST 1 BbINOH!
3anpoc.

Koa ¢abpuku:

import java.io.IOException;

import java.net.Socket;
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import java.security.KeyManagementException;

import java.security.KeyStore;

import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.UnrecoverableKeyException;

import java.security.cert.CertificateException;

import java.security.cert.X509Certificate;

import java.util.ArraylList;

import java.util.Arrays;

import javax.net.ssl.KeyManagerFactory;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactory;

import javax.net.ssl.X509TrustManager;

import org.apache.http.conn.ssl.SSLSocketFactory;

VESS

*x Allows you to trust certificates from additional KeyStores in addition to

* the default KeyStore

*/

public class AdditionalKeyStoresSSLSocketFactory extends SSLSocketFactory {

protected SSLContext sslContext = SSLContext.getInstance("TLS");

public AdditionalKeyStoresSSLSocketFactory(KeyStore keyStore) throws NoSuchAlgorithmException, KeyManagementException, KeyStoreException, U

verableKeyException {

super(null, null, null, null, null, null);
KeyManagerFactory kmf = KeyManagerFactory.getInstance(KeyManagerFactory.getDefaultAlgorithm());
kmf.init(keyStore, "".toCharArray());
sslContext.init(kmf.getKeyManagers(), new TrustManager[]{new ClientKeyStoresTrustManager(keyStore)}, new SecureRandom());

@Override
public Socket createSocket(Socket socket, String host, int port, boolean autoClose) throws IOException {

return sslContext.getSocketFactory().createSocket(socket, host, port, autoClose);

@Override
public Socket createSocket() throws IOException {

return sslContext.getSocketFactory().createSocket();

/%%

* Based on http://download.oracle.com/javase/1.5.0/docs/quide/security/jsse/JSSERefGuide.html#X509TrustManager
*/

public static class ClientKeyStoresTrustManager implements X509TrustManager {

protected ArraylList<X509TrustManager> x509TrustManagers = new ArraylList<X509TrustManager>();

protected ClientKeyStoresTrustManager(KeyStore... additionalkeyStores) {

final ArraylList<TrustManagerFactory> factories = new ArraylList<TrustManagerFactory>();

try {
// The default Trustmanager with default keystore
final TrustManagerFactory original = TrustManagerFactory.getInstance(TrustManagerFactory.getDefaultAlgorithm());
original.init((KeyStore) null);
factories.add(original)

for ( KeyStore keyStore : additionalkeyStores ) {
final TrustManagerFactory additionalCerts = TrustManagerFactory.getInstance(TrustManagerFactory.getDefaultAlgorithm());
additionalCerts.init(keyStore);

factories.add(additionalCerts);

} catch (Exception e) {
throw new RuntimeException(e);

/%
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*x Iterate over the returned trustmanagers, and hold on
*x to any that are X509TrustManagers
*/
for (TrustManagerFactory tmf : factories)
for ( TrustManager tm : tmf.getTrustManagers() )
if (tm instanceof X509TrustManager)
x509TrustManagers.add( (X509TrustManager) tm );

if ( x509TrustManagers.size() == 0 )
throw new RuntimeException("Couldn't find any X509TrustManagers");

public void checkClientTrusted(X509Certificate[] chain, String authType) throws CertificateException {
for ( X509TrustManager tm : x509TrustManagers ) {
try {
tm. checkClientTrusted(chain, authType);
return;
} catch ( CertificateException e ) {

+
throw new CertificateException();

/*
* Loop over the trustmanagers until we find one that accepts our server
*/
public void checkServerTrusted(X509Certificate[] chain, String authType) throws CertificateException {
for ( X509TrustManager tm : x509TrustManagers ) {
try {
tm. checkServerTrusted(chain, authType);
return;
} catch ( CertificateException e ) {

}

throw new CertificateException();

public X509Certificate[] getAcceptedIssuers() {
final ArraylList<X509Certificate> list = new ArrayList<X509Certificate>();
for ( X509TrustManager tm : x509TrustManagers )
list.addAl11(Arrays.asList(tm.getAcceptedIssuers()));
return list.toArray(new X509Certificate[list.size()]);

3akno4deHune.

Mbl paccMoTpenu Kak NpouMsBOANTbL aBTOPU3auMio No SSL ¢ MCMoNb30BaHWEM KIMEHTCKOMO cepTudumKaTa.

MonesHasa nHgopmaums:

Certificate, Key, and Trust Services Tasks for iOS

OnucaHne PKCS12

Creating .NET web service with client certificate authentication
Certificate Authentication in asp.net

Java 2-way TLS/SSL (Client Certificates) and PKCS12 vs JKS KeyStores

Cnacmbo 3a BHMMaHue!

ssl, p12, i0OS, android

+15 26,5k 164 u n '

Kapma  PEeuTUHr
MaBen @LrdSpr 24,0 0,0
\ TexHu4yeckuit kKoHcynsTaHT no Dynamics CRM
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MOXOXXUE NYBMNKALUN

9 ¢eBpans 2015 B 08:59
AHOHC KOH(epeHuun Mobius 2015: goknagp! no i0S, Android n Mobile Security

1+ +16 © 6k * 44 N o

21 mapTa 2014 B 16:05
Bunetbl Ha AppSummit — i0S, Android, Windows 1 6u3Hec Ha NpuNoXeHUax

1+ +24 © 3,7k * 7 , 22

27 aHBaps 2014 B 11:56
Peanu3sauus L2TP/IPsec VPN cepBepa cTaHaapTHbimu cpeacteamu Windows 7/8 ansa nogknioueHus Windows/iOS/Android cuctem K BHyTpeHHe

cetn
1+ +14 © 147k * 271 u7
Anpexc.Qupekt
v < . X
Ssaale  Bu3oBbI LeHTP Euro-Trip KasaHb
Momouwb B nonyyeHnn Bu3sel. LLenren ot 1000p. BecnnatHas koHcynbTaums.
» Tapudbl LleHreHckas Bu3a [JokymeHTbl Ha BU3y KoHTaKTbl
b euro-trip.info
Euro-Trip
BU30BbIN LEHTP
CAMOE YNTAEMOE Paspat
CyTKn Hepens Mecsu,

CopTupoBKa ny3bipbkoM B koge Qualcomm

1t +71 © 18,2k % 36 - 77

VAX — WUHCTPYMEHT [Nl BU3YasibHOT0 NPOrpamM1MpoBaHus, UM Kak Hanucatb SQL MbiwiKom

1t +41 © 11,4k * 139 W 43

MycTb MHTEPHET NPOrHETCA NOA Hac

1+ +17 © 10,5k % 70 M 30

0CO06€eHHOCTU HaUuMOHaNbHOW SMS-aBTopuM3auum

1t +41 © 10,7k % 33 W 24

Kputuueckas yassumocTb B multisig kowenbke Parity, xakepamu BbiBegeH $31 munnuoH B ethereum (06HOBnREHO)

1 +30 © 17,6k % 29 W 47

KommeHTapum (8)
HO npuneteno n onybnnkosano 3Ty HaANUCb 34eCb

LrdSpr 22 anpens 2014 8 23:01

K coxanenuto co SCEP He cTankuBancsi, oTBETUTb He Mory. MoXeT KTO-TO U3 Koner Noackaxer.

HJ10 npuneteno n ony6nnkoBano 3Ty HaaAnNUCb 34ecCb

LrdSpr 22 anpens 2014 B 23:32

Mo cnepytoLLen cebinke Konnern paccMaTpmusaloT BOMPOC CXoxuii ¢ Bawmm: stackoverflow.com/questions/5323686/ios-pre-install-ssl-certificate-in-keychain-programmatic
nosogy SCEP, HaTKHyncs Ha KnueHTCKyto 61ubnmoTteky, kKoTopas BO3MOXHO npuroguTes: github.com/microsec/MscSCEP

HJ1O npuneteno n onyb6nmMkoBano 3Ty HaANUCb 34eCb

? Ghedeon 23 anpens 2014 B 11:15 (koMmeHTapuii Gbi M3MEHEH) +
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